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MITIGATE CYBER AND DEVOPS RISK BEFORE, DURING AND
AFTER INCIDENTS

TRANSFORM YOUR DISASTER RECOVERY SITEINTO A VIRTUAL CYBER RANGE

CyberVR™ is a software platform that makes

VM2020 and Tintri work together to:
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affecting production systems, a first in technology scenarios
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Prove Your Preparedness. Defend Yourself. Increase Your Confidence.
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About Tintri

Intelligent Infrastructure from Tintri is designed to learn, powering both real-time and predictive analytics for application workloads running
in virtual machines and databases. Unlike standard storage, which is limited by LUNs and Volumes, Tintri VMstore provides uniquely
granular control of snapshots per VM. The result, users save up to 95% of their administrative time and effort through automation. This
savings allows them to refocus efforts on high-impact projects and business innovation, including investing in cyber security initiatives
with VM2020.
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CyberVR™ takes advantage of Tintri's VM Level Automatic QoS and storage based snapshot clones to automate the creation,
instrumentation, and operation of full-scale datacenter sandboxes that are used to safely discover, assess, mitigate, eradicate, and
recover from IT corruption and cybersecurity incidents. Now you can prove application resilience, reduce detection and remediation
times, anticipate patching side effects, and provide forensic information required for cyber insurance claims.

Key Components of the CyberVR™ Simulation Platform

Virtualized production workloads are at the core of CyberVR™: it automatically detects which VMs are
protected by snapshots and where those snapshots reside. CyberVR™ then automatically reconstructs the
VMs that support a workload and their interconnection fabric so that they can run just as if they were in the
production environment.

Production
Workloads

Tight integration

PN ) With Tintri's efficient Snapshot Clones, enterprises get near-zero RTOs for VMs and databases. CyberVR™
( !4 Tintr1  with virtualized

expands their use to also provision, instrument, and operate multiple clones in fully functional sandbox

infrastructure environments for security, change management, and test/dev without a storage penalty.
. Restored copies of the production VMs combined with built-in software defined networking capabilities
Functional Isolated  provide fully functional yet isolated networks that are easily configured, instrumented, and operated through
Network Bubble CyberVR™. Local snapshots of the VMs are taken during simulations, making possible "what-if" analysis and

multi-path drill execution.

a Integrated
Exercises

Pre-packaged tools and exercises can be automatically applied to any simulation, including but not limited
to OpenVAS, Metasploit, MBSA, WSUS, mass credential re-issue, full-scale patch installation and validation,
etc. CyberVR™ automatically generates operational and compliance reports and performs user-defined
application health checks during simulations.

0§ Participants

Multi-disciplinary teams including developers, security analysts, and application can safely deploy and
connect to the isolated networks for testing and training using the CyberVR™ self service portal. Access
though the hypervisor is also available for system administrators.

Contact us for a demo or trial and have CyberVR™
up and running in your environment in less than 2 hours
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